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Single Sign On – Background 

Pre-requisites

• It is preferable that you manage your IT infrastructure internally
• Your Interweave Care Portal tenancy must have been deployed 

Background

As part of our commitment to make the Care Portal more accessible for users, we are 
continuing to explore new ways to allow users to log into the system with as little 
friction as possible. 

In addition to the various context launch options we offer, we have now developed 
single sign on (SSO) via any OIDC compliant provider. This will allow users to log into 
the care portal using their existing credentials. 



Single Sign On – User Login   

Once SSO is configured by both the host institution and 
Interweave, the user should be able to access the Care Portal. 

To do so, the user must access the site via the Redirect URI that 
will be configured. How this is accessed will vary by organisation, 
but in most cases, local IT will elect to create an easy access 
button on the desktop. Users can also elect to store the link as a 
favourite. 

When the user accesses the link, they will be navigated to their 
local Active Directory authentication screen. The username and 
password should be preconfigured. Simply click ‘Sign in’ to 
access the care portal. 



Single Sign On – User Login   

The SSO process will create user accounts that do not required 
2FA. 

Any pre-existing accounts created in the standalone portal 
should be disabled to avoid any potential conflicts during the 
authentication process when signing in.

It is however recommended to maintain at least one local tenant 
admin account within the standalone portal to help with self-
service disaster recovery.



Microsoft Identity Platform – Entra 
(formerly Azure AD) Single Sign On
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Microsoft Entra – Configuration  

When your tenancy has been set up, the next step is to create an Application 
registration within your Entra admin page. 

1. Sign in to the Microsoft Entra admin centre (https://entra.microsoft.com/)
2. Browse to Identity > Applications > App registrations 

https://entra.microsoft.com/


Microsoft Entra – Configuration  

1. Complete the form shown, selecting 
a name and allowed account types 
(typically single tenant will be 
selected)

2. Under Redirect URI, If you have 
received this from Interweave: 
Select Web then enter the URL 
provided. If not, please leave this 
blank.

3. Press Register



Microsoft Entra – Configuration  

Once saved the following page will 
display.

The next stage is to capture the Client id 
(listed under Application (client) ID) 
which must be provided to Interweave 
in order for them to provide a redirect 
URI for you to configure

Select “Certificates & Secrets” from the 
left-hand menu



Microsoft Entra – Configuration  

The next stage is to capture the Client id 
(listed under Application (client) ID) which 
must be provided to Interweave (securely 
over email) for them to provide a redirect URI 
for you to configure

Select “Certificates & Secrets” on the menu 
then select “New Client Secret”

Provide a suitable description and select an 
expiry based on your organisational security 
policy, (Note key rotation requires Interweave 
support)

Capture the generated “value” and send it to 
Interweave support securely



Microsoft Entra – Configuration  

Select “Token Configuration” from the 
left-hand menu. For the portal to 
process logins we require the tokens to 
contain the users first and last names, 
along with an email and “object id”. 
Note: Name fields must not be blank

Select Add optional claims, Under Id 
select:
• Email
• Family name
• Given name
Then press add.

Repeat the above for access token



Microsoft Entra – Configuration  

Remaining on the Token Configuration 
Screen select “add optional group 
claims”

Select “Groups assigned to the 
application”. 

Note: If your organisation has more than 
100 groups you must not select any 
option other than “Groups assigned to 
this application” doing otherwise will 
cause the application to reject the 
token.



Microsoft Entra – Configuration  

While your request for a redirect URI is 
processed, complete the security 
configuration for your app registration.

Exact configuration will vary based on 
your organisation policy but consider:

• Limit the application to assigned 
users – See Guide

• Create specific application roles
(note this is generally required if your 
Entra system has >100 groups)

Once your organisation specific steps 
are complete select “Token 
configuration” from the side menu

https://learn.microsoft.com/en-us/entra/identity-platform/howto-restrict-your-app-to-a-set-of-users


Microsoft Entra – Configuration  

Once we have processed your client ID and 
Secret a redirect URI will be provided. To 
configure this:

1. Select “Authentication” on the left side 
menu.

2. In the screen that appears press “Add 
Platform” then select “Web”

3. Enter the URI provided by Interweave in 
“Redirect URIs”.

4. Please note the URL is case sensitive.
5. Once configured allow some time for 

settings to propagate. 
6. The process is now complete.

To launch the portal, visit the launch URL 
provided in the support ticket.



Thank you!

Please direct any feedback to

Marc.baulk@nhs.net 

mailto:Marc.baulk@nhs.net
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