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Single Sign On — Background

Pre-requisites

* |tis preferable that you manage your IT infrastructure internally
* Your Interweave Care Portal tenancy must have been deployed

Background

As part of our commitment to make the Care Portal more accessible for users, we are
continuing to explore new ways to allow users to log into the system with as little
friction as possible.

In addition to the various context launch options we offer, we have now developed
single sign on (SSO) via any OIDC compliant provider. This will allow users to log into
the care portal using their existing credentials.
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Single Sign On — User Login

Once SSO is configured by both the host institution and
Interweave, the user should be able to access the Care Portal.

To do so, the user must access the site via the Redirect URI that
will be configured. How this is accessed will vary by organisation,
but in most cases, local IT will elect to create an easy access
button on the desktop. Users can also elect to store the link as a
favourite.

When the user accesses the link, they will be navigated to their
local Active Directory authentication screen. The username and
password should be preconfigured. Simply click ‘Sign in’ to
access the care portal.

Harrogate and District NHS
Foundation Trust

To sign in. enter your HDFT Windows credentials below
e.0. Allser (not your nhenet email address)

Access to Harrogate and District NHS Foundation
Trust's computer network and the infermatian systems
held within 15 only available to authornsed personnel.
All attemp1s to gain unauthorised access 1o these
systems are 3 breach of the Trust's information security
policy and may result in disciplinary action and liability
te presacution under United Kingdem legislation. All
system activity is monitored



Single Sign On — User Login

The SSO process will create user accounts that do not required ~ Harrogate and District NHS
2EA Foundation Trust

Any pre-existing accounts created in the standalone portal

. . . . . To sign in. enter your HDFT Windows credentials below
should be disabled to avoid any potential conflicts during the .9, AUser (not your nhs.net email address
authentication process when signing in.

It is however recommended to maintain at least one local tenant
admin account within the standalone portal to help with self- xS
service disaster recovery.

Access to Harrogate and District NHS Foundation
Trust's computer network and the informatian systems
held within 15 only available to authonsed personnel.
All attemp1s to gain unauthorised access 10 these
systems are a breach of the Trust's information security
policy and may rasult in disciplinary action and liability
to presacution under United Kingdom legislation. All
system activity is monitored
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Microsoft Entra — Configuration

When your tenancy has been set up, the next step is to create an Application
registration within your Entra admin page.

1. Sign in to the Microsoft Entra admin centre (https://entra.microsoft.com/)
2. Browse to Identity > Applications > App registrations

Microsoft Entra admin center £ Search resources, services, and docs (G+/) o & @ & example@example.nhs.uk f§
AN ORGAMNISATION
Home >
App registrations * - X
:IF
- . Ay . V. A : . N L = .=
m T~ New registration & Endpoints & Troubleshoot (_) Refresh ¥ Download [#l Preview features 2y Got feedback?
MNew registration
*

0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory
Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications  Deleted applications

£ Start typing a display name or application (client) 1D to filter these r... +v Add filters

T H £ 0 O ¢

This account isn't listed as an owner of any applications in this directory. A\
View all applications in the directory > INTERWEAVE
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Microsoft Entra — Configuration

1. Complete the form shown, selecting
a name and allowed account types
(typically single tenant will be
selected)

2. Under Redirect URI, If you have
received this from Interweave:
Select Web then enter the URL
provided. If not, please leave this
blank.

3. Press Register

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?
'@] Accounts in this organizational directory only (synanetics.com anly - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Micresoft accounts (e.g. Skype,
Hbox)

(O Personal Microsoft accounts only

Help me choose.,

Redirect URI (opticnal)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Select a platform s e.g. https://example.com/auth

Register an app you're warking on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprize
applications.

By proceeding, you agree to the Microsoft Platform Policies =

CONNECTING CARE
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Microsoft Entra — Configuration

HAome » App registratucns »

Once saved the following page will i Interweave Test Registration - x
display.

S Search | ‘ [ Delete & Endpoints [E Preview featuras

i ) N . A N
CrEED Got a second? We would love your feedback on Microsoft identity platform (previously Azure

AD for developer),

-

Quickstart

The next stage is to capture the Client id 7 mesrton st -

# Diagnose and solve problems

(listed under Application (client) ID) o i T

Application (client) ID : 1ach343d-b0b4-4f6b-9a09-896e0...
h . h . I B Branding & properties Object ID : ba3ds3bb-3271-48b&-bbaa-62680...
W I C m u St b e p rOVI d e d to nte rwe ave 3 Authentication Directory (tenant) 1D : £3985193-5300-445b-2a3e-229¢56...

in order for them to provide a redirect D —

" Client credentials : Add a certificate or secret

Token configuration

U R I fo r yo u to CO nfig u r.e o APl permissions Redirect URIs : Add 3 Rediract UR

Application ID URI : Add an Application ID URI

@ Expose an AP Managed application in local directory  :© Interweave Test

#L App roles

g ifi Z & omer O e e s 3 1o
elect “Certificates & Secrets” from the

4. Roles and administrators

I eft— h a n d m e n u il Manifest € Starting June 20th, 2020 we will no longer add any new features to Azure Active *

Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will
continue to provide technical support and security updates but we will no longer
provide feature updates. Applications will need to be upgraded to Microsoft
Authentication Library (MSAL) and Micresoft Graph. Learn more

Support + Troubleshooting

_ MNew support request

Get Started Documentation
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Microsoft Entra — Configuration

The next stage is to capture the Client id
(listed under Application (client) ID) which
must be provided to Interweave (securely
over email) for them to provide a redirect URI
for you to configure

Select “Certificates & Secrets” on the menu
then select “New Client Secret”

Provide a suitable description and select an
expiry based on your organisational security
policy, (Note key rotation requires Interweave
support)

Capture the generated “value” and send it to
Interweave support securely

Home > App registrations >

2 Interweave Test Registration = - X
|,-'-'J Search | « i Delete @ Endpoints &= preview features
- Dl o Got a second? We would love your feedback on Microsoft identity platform (previously Azure =
) AD for d eloper).
Quickstart

#" Integration assistant
 Essentials
#. Diagnose and sclve problems

Display name : Interweave Test Registration
Manage Application (client) ID 1 lach343d-h0b4-478b-9209-896e0..,
B Branding & properties Object ID : ba3d53bb-3271-48b8-bb8a-62680...
_:,) Authentication Directory (tenant) 1D : £3985193-5a00-445b-223e-229¢56...
Supported account types : My organization only
Certificates & secrets P P *AY CrganiZanon oy
. ] ] Client credentials : Add 2 certificate or secret
_| Token configuration
Redirect URIs : Add 3 Redirect UR
- AP| permissions o o
Application ID URI : Add an Application ID URI
& Expose an AP Managed application in local directory  :© Interweave Test
SL App roles
. . =
SA Owners o W lcome to the and i 'np :I.C'«pp egistrations. Looking to learn how it's
anged from App registrations (Legacy)? Learn mare
&, Roles and administrators
Bl Manifest (i ] Start'ng .|U"e 30th, 2020 w no lor add a J.' w fieatures to Azur e *
D'rec Authenticatior L [H:)H dA‘ t e Dire t:jry' "'e wiII
. : ontin t p vide techni ort a ::l t\ updates but w || o longe
Support + Troubleshooting p :I " pd - Hp t will :It be upgraded to P ot
Aut"ent'caticn ibra l\-'l ALI r f'tG aph. Learn more

& New support request

Get Started Documentation
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Microsoft Entra — Configuration

i i Add opti | clai
Select “Token Configuration” from the optional claim

left-hand menu. For the portal to
process logins we require the tokens to
contain the users first and last names,
along with an email and “object id”. O sam
Note: Name fields must not be blank

Claim T Description

t User's account status in tenant

O
O
[ acrs
[] auth_time Time when the user last authenticated; See OpeniD Con
U

Select Add optional claims, Under Id
Select: email The addressable email for this user, if the user has one

family_name Provides the last name, surname, or family name of the ...

¢ E m a I I [:| fwd P address
e given_name Provides the first or "given” name of the user, as set on ...
* Family name o |
[:| in_corp Signals if the client is logging in from the corporate net
([ ] G ive n n a m e [] ipaddr The IP address the client logged in from

Then press add. ) enpemsi
[:I [:'F‘E‘;E‘T"E‘C__ii'ri‘rﬂ‘i‘ Provides the preferred username claim making t easier.

[] pwd_exp The datetime at which the password expires

Repeat the above for access token 03 praon i on vt e s 455 (NTERWEAVE




Microsoft Entra — Configuration

Remaining on the Token Configuration
Screen select “add optional group
claims”

Select “Groups assigned to the
application”.

Note: If your organisation has more than
100 groups you must not select any
option other than “Groups assigned to
this application” doing otherwise will
cause the application to reject the
token.

Edit groups claim X

@ Adding the groups claim applies to Access, ID, and SAML token types. Learn more!

Select group types to include in Access, ID, and SAML tokens.
[] security groups
D Directory roles

D All groups (includes 3 group types: security groups, directory roles, and distribution lists)

Groups assigned to the application {recommended for large enterprise companiesto @

avoid exceeding the limit on the number of groups a token can emit)

Customize token properties by type

Fa

A

A

ID

'@:' Group 1D

O sAMAccountMName

O MNetBlIOSDomainsAMAccountName
O DMSDomainysAMAccountName

O On Premises Group Security Identifier

D Emit groups as role claims
Access

'@] Group 1D

O sAMAccountMName

O MNetBlOSDomainysAMAccountName
O DMSDomainmsaMAccountMame

O On Premises Group Security |dentifier

D Emit groups as role claims

SAML

m Cancel | |, CONNECTING CARE



Microsoft Entra — Configuration

While your request for a redirect URI is
processed, complete the security
configuration for your app registration.

Exact configuration will vary based on
your organisation policy but consider:

* Limit the application to assigned
users — See Guide

* Create specific application roles
(note this is generally required if your
Entra system has >100 groups)

Once your organisation specific steps
are complete select “Token
configuration” from the side menu

Configure Web X

€ All platforms Quickstart  Docs{!

* Redirect URls

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
request to the login server should match one listed here. Also referred to as reply URLs. Leamn
mare about Redirect URIs and their restrictions

Enter the redirect URI of the application

Front-channel logout URL

This is where we send a request to have the application clear the user's session data, This s
required for single sign-out to work correctly.

e.q. https:/fexample.com/logout

Implicit grant and hybrid flows

Request a token directly from the autharization endpoint. If the application has a single-page
architecture (SPA) and doesn't use the authornization code flow, orif it invokes a web AP| via
JavaScript, select both access tokens and 1D tokens. For ASP.MET Core web apps and other
web apps that use hybrid authentication, select anly ID tokens. Learn maore about tokens.

Select the tokens you would like to be issued by the authorization endpoint:
D Access tokens {used for implicit flows)

D ID tokens (used for implicit and hybrid flows)

CCCCCCCCCCCCCC
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https://learn.microsoft.com/en-us/entra/identity-platform/howto-restrict-your-app-to-a-set-of-users

Microsoft Entra — Configuration

Once we have processed your client ID and
Secret a redirect URI will be provided. To
configure this:

1. Select “Authentication” on the left side
menu.

2. Inthe screen that appears press “Add
Platform” then select “Web”

3. Enter the URI provided by Interweave in
“Redirect URIs”.

4. Please note the URL is case sensitive.

5. Once configured allow some time for
settings to propagate.

6. The process is now complete.

To launch the portal, visit the launch URL
provided in the support ticket.

Configure Web X

€ All platforms Quickstart  Docs{!

* Redirect URls

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
request to the login server should match one listed here. Also referred to as reply URLs. Leamn
mare about Redirect URIs and their restrictions

Enter the redirect URI of the application

Front-channel logout URL

This is where we send a request to have the application clear the user's session data, This s
required for single sign-out to work correctly.

e.q. https:/fexample.com/logout

Implicit grant and hybrid flows

Request a token directly from the autharization endpoint. If the application has a single-page
architecture (SPA) and doesn't use the authornization code flow, orif it invokes a web AP| via
JavaScript, select both access tokens and 1D tokens. For ASP.MET Core web apps and other
web apps that use hybrid authentication, select anly ID tokens. Learn maore about tokens.

Select the tokens you would like to be issued by the authorization endpoint:
D Access tokens {used for implicit flows)

D ID tokens (used for implicit and hybrid flows)
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Thank you!

Please direct any feed



mailto:Marc.baulk@nhs.net
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