
Single Sign On
System Admin Guide

+44 (0) 114 345678
info@interweave.com
www.interweave.com

mailto:info@interweave.com


Single Sign On – Background 

Pre-requisites

• It is preferable that you manage your IT infrastructure internally
• Your Interweave Care Portal tenancy must have been deployed 

Background

As part of our commitment to make the Care Portal more accessible for users, we are 
continuing to explore new ways to allow users to log into the system with as little 
friction as possible. 

In addition to the various context launch options we offer, we have now developed 
single sign on (SSO) via any OIDC compliant provider. This will allow users to log into 
the care portal using their existing credentials. 



Single Sign On – User Login   

Once SSO is configured by both the host institution and 
Interweave, the user should be able to access the Care Portal. 

To do so, the user must access the site via the Redirect URI that 
will be configured. How this is accessed will vary by organisation, 
but in most cases, local IT will elect to create an easy access 
button on the desktop. Users can also elect to store the link as a 
favourite. 

When the user accesses the link, they will be navigated to their 
local Active Directory authentication screen. The username and 
password should be preconfigured. Simply click ‘Sign in’ to 
access the care portal. 



Single Sign On – User Login   

The SSO process will create user accounts that do not required 
2FA. 

Any pre-existing accounts created in the standalone portal 
should be disabled to avoid any potential conflicts during the 
authentication process when signing in.

It is however recommended to maintain at least one local tenant 
admin account within the standalone portal to help with self-
service disaster recovery.
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Active Directory Single Sign On – Configuration  

When your tenancy has been set up, the next step is to create an Application 
Group within your ADFS Management Console. To do that, right click on the 
Application Groups option in the left-hand menu and select ‘Add Application 
Group…’. 



Active Directory Single Sign On – Configuration  

This will present 
the Add 
Application 
Group Wizard. 
From here, type 
the name of the 
application in 
the Name field 
(Interweave 
Portal – 
Production) and 
select ‘Server 
application 
accessing a web 
API’. 

When you have 
completed the 
previous steps, 
hit ‘Next’. 



Active Directory Single Sign On – Configuration  

You will be presented 
with several steps to 
complete the 
configuration, the first 
of which is entitled 
‘Server Application’. 
Within this section, 
you will be presented 
with a field entitled 
‘Client Identifier’. 
Please provide 
Interweave with this 
information securely. 



Active Directory Single Sign On – Configuration  

The Redirect URI will be 
provided by Interweave. 

To provide this, Interweave 
need the Client ID, the 
Client Secret and the Open 
ID configuration URL. 
As a temporary measure so 
you can provide this 
information, set your 
redirect URI as http://test 

This will allow you to 
progress by clicking ‘Next’. 

http://test/


Active Directory Single Sign On – Configuration  

In the next step of your 
configuration, you will see 
an option entitled ‘Secret’. 
Click on the tick box above 
the field to generate the 
Secret Key. 

Copy the Secret to your 
clipboard and send it to 
Interweave securely. 

When complete, hit Next 
to progress. 



Active Directory Single Sign On – Configuration  

On the Configure Web API 
step of your configuration, 
obtain the Client Identifier 
information you previously 
supplied to Interweave. 

When you have it, paste 
that information into the 
field entitled ‘Identifier’ 
and hit the ‘Add’ button.  



Active Directory Single Sign On – Configuration  

When applying Access Control Policy, start by selecting to permit a specific 
group. 

This should allow you to search for and select the 
Security Group you added earlier. Simply enter 
the object name and hit ‘Ok’ to progress. 



Active Directory Single Sign On – Configuration  

If you have set up Security Groups for multiple environments (e.g. test and 
production, you will be presented with the options available. 

Select the correct Security 
Group name and hit ‘Ok’ to 
progress. 

A summary box will appear 
confirming your selection. 
Please click ‘Ok’. 

The box entitled ‘Policy’ 
should have updated to show 
your permitted users. 



Active Directory Single Sign On – Configuration  

In the next section, you 
will configure your 
application 
permissions. 

Please ensure that the 
following permitted 
scopes are selected: 

• Allatclaims
• Openid
• Profile 
• User_impersonation



Active Directory Single Sign On – Configuration  

The last step of the 
configuration is the 
Summary. 

Here, simply check that 
the information you 
have previously 
entered is accurate. 
When you’re sure it is, 
click ‘Next’. 

The application group 
creation is now 
complete. 



Active Directory Single Sign On – Configuration  

Despite the initial creation being 
complete, there are still a couple of 
steps that need to be completed for the 
SSO to work. 

First, select the application group you 
have just created. Right click and select 
‘Properties’. Within the Web API section, 
select Interweave Portal – Production – 
Web API and click ‘Ok’. 

This should present you with the Web 
API Properties. Locate the Issuance 
Transform Rules tab and select it. 



Active Directory Single Sign On – Configuration  

When you have clicked to add a rule, 
you will be presented with the steps. 
The first step is to choose the rule 
type. This should pre-populate to ‘Send 
LDAP Attributes as Claims’. When you 
have confirmed this, click ‘Next’. 

For Attribute Store, select Active 
Directory. The claim rule name should 
read ‘Name’. In the LDAP Attribute 
dropdown menu, select Given-Name 
and Surname. In the Outgoing Claim 
Type, type given_name and 
family_name. When complete, click 
‘Finish’ and then ‘Apply’. 



Active Directory Single Sign On – Configuration  

Next, you will need to provide Interweave 
with the Open ID configuration URL. 

To find this, you can access the Services 
option and Endpoints tab in the AD FS 
Management Console. 

Searching the available options, you should see something that looks like the following. 
The format this will take normally is https://<ADFShostname>/adfs/.well-known/openid-
configuration. Supply Interweave/Synanetics with this information securely. 



Active Directory Single Sign On – Configuration  

Now, you have provided Interweave with the following pieces of information: 

• Client ID 
• Secret 
• Open ID configuration URL 

The single sign on can be configured. This may take some time to be configured, but you 
will be notified when it is ready to be tested. 



Active Directory Single Sign On – Configuration  

When you have supplied the 
information on the previous 
screens, Interweave will 
provide you with the Redirect 
URI. 

To edit the temporary Redirect 
URI you entered previously, 
click on the Application Group 
you have created, select the 
server application and click to 
edit.  

Paste the Redirect URI you 
were provided into the field 
and click ‘OK’. It may be 
prudent to also remove the 
previously added test URI.

Your SSO should now be 
configured. Providing users 
have been added to the 
Security Group you previously 
created, they should now be 
able to access the care portal. 



Thank you!

Please direct any feedback to

Marc.baulk@nhs.net 

mailto:Marc.baulk@nhs.net
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