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Single Sign On — Background

Pre-requisites

* |tis preferable that you manage your IT infrastructure internally
* Your Interweave Care Portal tenancy must have been deployed

Background

As part of our commitment to make the Care Portal more accessible for users, we are
continuing to explore new ways to allow users to log into the system with as little
friction as possible.

In addition to the various context launch options we offer, we have now developed
single sign on (SSO) via any OIDC compliant provider. This will allow users to log into
the care portal using their existing credentials.
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Single Sign On — User Login

Once SSO is configured by both the host institution and
Interweave, the user should be able to access the Care Portal.

To do so, the user must access the site via the Redirect URI that
will be configured. How this is accessed will vary by organisation,
but in most cases, local IT will elect to create an easy access
button on the desktop. Users can also elect to store the link as a
favourite.

When the user accesses the link, they will be navigated to their
local Active Directory authentication screen. The username and
password should be preconfigured. Simply click ‘Sign in’ to
access the care portal.

Harrogate and District NHS
Foundation Trust

To sign in. enter your HDFT Windows credentials below
e.0. Allser (not your nhenet email address)

Access to Harrogate and District NHS Foundation
Trust's computer network and the infermatian systems
held within 15 only available to authornsed personnel.
All attemp1s to gain unauthorised access 1o these
systems are 3 breach of the Trust's information security
policy and may result in disciplinary action and liability
te presacution under United Kingdem legislation. All
system activity is monitored



Single Sign On — User Login

The SSO process will create user accounts that do not required ~ Harrogate and District NHS
2EA Foundation Trust

Any pre-existing accounts created in the standalone portal

. . . . . To sign in. enter your HDFT Windows credentials below
should be disabled to avoid any potential conflicts during the .9, AUser (not your nhs.net email address
authentication process when signing in.

It is however recommended to maintain at least one local tenant
admin account within the standalone portal to help with self- xS
service disaster recovery.

Access to Harrogate and District NHS Foundation
Trust's computer network and the informatian systems
held within 15 only available to authonsed personnel.
All attemp1s to gain unauthorised access 10 these
systems are a breach of the Trust's information security
policy and may rasult in disciplinary action and liability
to presacution under United Kingdom legislation. All
system activity is monitored
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Active Directory Single Sign On — Configuration

When your tenancy has been set up, the next step is to create an Application
Group within your ADFS Management Console. To do that, right click on the
Application Groups option in the left-hand menu and select ‘Add Application

’
Group....
GRS Application Groug
Service
Access Control Policies Name
| Relying Party Trusts interweave Porta
. Claims Provider Trusts r.‘\DFS _HEI Core
| Application Groups ADFS .NET Core
Add Application Group...
View >

New Window from Here
Refresh

Help
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Active Directory Single Sign On — Configuration

This will present

&2 Add Application Group Wizard

the Add s

Application Sieps Ve

Group Wizard. e

From here, type .

the name of the

application in TWS

the Name field g::ﬁxﬁ:;
(Interweave QR s i oo i
Portal — B oy
Production) and ? ::w::::

select ‘Server @ remn
application

accessing a web

AP’

When you have
completed the

previous steps,
hit ‘Next’.
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Active Directory Single Sign On — Configuration

@ Add Application Group Wizard

You will be presented

Server application

with several steps to —
complete the -

@ Server application
configuration, the first o o fopicatr
of which is entitled ® Confgue Web AP
I'4 . . ) @ Apply Access Control Policy

Server Application’.  atait

Permissions

Within this section, A —
you will be presented e
with a field entitled

‘Client Identifier’.

Please provide

Interweave with this

information securely.

Name

interweave Portal - Production « Server appication

Chent Identfier

I

Redwrect URI

Description:

< Previous



Active Directory Single Sign On — Configuration

The Redirect URI will be

provided by Interweave. L |

To provide this, Interweave |

need the Client ID, the
Client Secret and the Open Ll
ID configuration URL.

As a temporary measure So

you can provide this

information, set your

redirect URI as http://test

This will allow you to P
progress by clicking ‘Next’.


http://test/

Active Directory Single Sign On — Configuration

§ Add Application Group Wizard X

In the next step of your
configuration, you will see

Configure Application Credentials

. . ( ) Steps Select credentials used by the application to authenticate tself with AD FS when requesting access tokens
an Optlon entltled Secret ° - [[] Register a key used to sign JSON Web Tokens for authentication
. . @ Server application
Click on the tick box above S
the field to generate the e [ Windows itegrated Authertication

Select the AD Account

Secret Key. @ Apply Access Control Policy
@ Configure Application
@ ;L—'“mary > [T] Generate a shared secret
S :
Copy the Secret to your ® Conplete Secre

clipboard and send it to
Interweave securely.

When complete, hit Next
to progress.



Active Directory Single Sign On — Configuration

On the Configure Web API

step of your configuration,
obtain the Client Identifier
information you previously
supplied to Interweave.

When you have it, paste
that information into the
field entitled ‘Identifier’
and hit the ‘Add’ button.

@ Add Application Group Wizard

Configure Web API

Sleps
@ Welcome
@ Server application

@ Configure Application
Credentials

@ Configure Web AP
@ Apply Access Control Pobcy

@ Configure Application
Pemmessons

@ Summary
@ Complete

Mame:
Interwaave Portal - Production - Web API

ldertifier:

Descrption

< Previous




Active Directory Single Sign On — Configuration

When applying Access Control Policy, start by selecting to permit a specific
group.

Choose an access control policy: Choose an access control policy
Name Description N Description
Permi everyone Grant access to everyone
Permi everyone Grant access to everyone Pemi everyone and require MFA Grant access to everyone and require MFAT..
Pemi everyone and require MFA Grant access to everyone and require MFAT . Perma Access to everyone and require MFA,
Perm everyone and require MFA for specific group Grant access to everyone and require MFAf Pemt access to the intranet users and requir
Permit everyone and require MFA from extranet access Grant access to the intranet users and requir ::: ‘ Select Groups X
Permit everyone and require MFA from unauthenticated Grant access to everyone and require MFAf Pemt |  Selact this object t '
Permit everyone and require MFA, allow automatic dewvi Grant access to everyone and require MFAf Pamit ne =
Perma everyone for intranet access Grant access to the ntranet users : | ol
Permit specific group Grant access to users of one or more spech Policy From this location
. IE""\? Directory Locations... —

| Perml|
frg Enter the object names to select (examples)

This should allow you to search for and select the
Security Group you added earlier. Simply enter
the object name and hit ‘Ok’ to progress. —

Advanced... N ¥ Cancel

| do not want to configure the access control policy at this time. No users will be permitted access for this
3 application

< Previous Next > Cancel



Active Directory Single Sign On — Configuration

If you have set up Security Groups for multiple environments (e.g. test and
production, you will be presented with the options available.

Multiple Names Found X

More than one object matched the name “Interweave”. Select one or more
names from this ist, or, reenter the name.

Matching names
Name Description In Folder
- Ainterweave ADFS_Production hhc4r nothy nhs uk/Securty G
HR interweave_ADFS_Test hhc4r northy nhs uk/Securty G

OK Cancel

Select the correct Security
Group name and hit ‘Ok’ to
progress.

A summary box will appear
confirming your selection.
Please click ‘Ok’.

The box entitled ‘Policy’
should have updated to show
your permitted users.



Active Directory Single Sign On — Configuration

In the next section, you
will configure your
application
permissions.

Please ensure that the
following permitted
scopes are selected:

e Allatclaims

e Openid

* Profile

* User_impersonation

i Add Application Group Wizard

Configure Application Permissions

Steps Configure permissions to enable client applications to access this Web API

@ Weicome Chent application (caler)

@ Server application Nosss De e

® Conigure Application interweave Portal - Production - Server...

Credentials

@ Configure Web API

@ Apply Access Control Polcy

@ Configure Application

Pemissions

@ Summary

B Coapide Add..
Pemitted scopes

Scope Name Descnption

allatclaims Requests the access token clams in the identity token
[] aza Scope allows broker clent to request primary refresh token
] email Request the email claim for the signed in user.
[] logon_cert The logon_cert scope allows an application to request logo
K] openid Request use of the OpeniD Connect authonzation protocal
4] profile Request profile related clamms for the signed in user
user_imperso. . Request permission for the apphcation to access the resour
"1 von cert The von _cert scope allows an aoolication to reouest VPN

<Pvos

New scope.

Cancel

v



Active Directory Single Sign On — Configuration

The last step of the
configuration is the
Summary.

Here, simply check that
the information you
have previously

@g Add Application Group Wizard

Summary

Steps
p Welcome
P Server application

p Configure Application
Credentials

» Configure Web API

» Apply Access Control Policy

p Configure Application
Permissions

#» Summary
p Complete

Application Group

Name: Interweave Portal - Production

Server application

Name: Interweave Portal - Production - Server application

Identrfier

Redirect URIs
hitps-/Rest

Use client secret: True

Review the following settings and click ‘Next'to create the application

entered is accurate.
When you’re sure it is,
click ‘Next’.

Web API
Name: Interweave Portal - Production - Web API
identifiers:
Access control policy. Permit specific group
Application penmissions

Interweave Portal - Production - Server appication - openid alatclaims profile user_impersonation

The application group
creation is now
complete.

<Previous | [ MNet> || Cancel




Active Directory Single Sign On — Configuration

Interweave Portal - Production - Web AP Properties X

Despite the initial creation being e e
complete, there are still a couple of Speckythe display name and identfiers or this ejfg party trus
steps that need to be completed for the ¢

SSO to work. Reiying party ideriiler

First, select the application group you
have just created. Right click and select
‘Properties’. Within the Web API section,
select Interweave Portal — Production —
Web API and click ‘Ok’.

This should present you with the Web
API Properties. Locate the Issuance
Transform Rules tab and select it.



Active Directory Single Sign On — Configuration

When you have CIiCked to add a rU|e, il Add Transform Claim Rule Wizard X
you will be presented with the steps. Sl Hle
The first step is to choose the rule O g%ggmmmmmmmmm e Nt

type. This should pre-populate to ‘Send @ @ Comfie Clom e name
LDAP Attributes as Claims’. When you T
have confirmed this, click ‘Next’. Rbute store:

Select an attibute store . v

Mapping of LDAP attributes to outgoing claim types

For Attribute Store, select Active LDAP Atrbute (Select rtypeto  0yng Cism Type (Select ortype to add more)
. . Given-Name v given_name v
Directory. The claim rule name should = s .

read ‘Name’. In the LDAP Attribute ' : &
dropdown menu, select Given-Name
and Surname. In the Outgoing Claim
Type, type given_name and
family_name. When complete, click
‘Finish” and then ‘Apply’. i —— .




Active Directory Single Sign On — Configuration

Next, you will need to provide Interweave ADFS
. . . v Service
with the Open ID configuration URL. Astribute Stores
. Authentication Methods
Certificates
. . . . Claim Descriptions
To find this, you can access the Services B
option and Endpoints tab in the AD FS Scope Descriptions
Web Application Proxy
Management COHSO'G. Access Control Policies

_ Relying Party Trusts
~ Claims Provider Trusts
. Application Groups

OpenlD Connect

/ad¥s/ wel-known/openid-configuration OpeniD Connect Discovery  Anonymous

Searching the available options, you should see something that looks like the following.
The format this will take normally is https://<ADFShostname>/adfs/.well-known/openid-
configuration. Supply Interweave/Synanetics with this information securely.



Active Directory Single Sign On — Configuration

Now, you have provided Interweave with the following pieces of information:

* ClientID
* Secret
* Open ID configuration URL

The single sign on can be configured. This may take some time to be configured, but you
will be notified when it is ready to be tested.



Active Directory Single Sign On — Configuration

When you have supplied the
information on the previous
screens, Interweave will
provide you with the Redirect
URI.

To edit the temporary Redirect
URI you entered previously,
click on the Application Group
you have created, select the
server application and click to
edit.

Interweave Portal - Production - Server application Properties

General  Confidential

Wame:

il-'ﬂerwea\re Portal - Production - Server application

Client Id:
|4c02bddc-1af1-4779-a59ch-236aBnd 1

Redirect LRI

| https:/ Aest

Description:

Cancal

Paste the Redirect URI you
were provided into the field
and click ‘OK’. It may be
prudent to also remove the
previously added test URI.

Your SSO should now be
configured. Providing users
have been added to the
Security Group you previously
created, they should now be
able to access the care portal.



Thank you!

Please direct any feed
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